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I.

GLOSSARY

Network A network is a collection of nodes (or vertices) and links (or edges) linking pair of nodes. Mathematically, it is represented by a graph G = (V, E) where V is the set of nodes and E ⊆ V × V is
the set of edges. Additional information can be attached to each node or edge, for example edges
can have different weights. Edges can also be undirected or directed.
Adjacency matrix The adjacency matrix, A, of a network is a N × N matrix (N = |V |) with element Aij = 1 if
there is an edge from node i and to node j and Aij = 0 otherwise. If the network is weighted,
Aij = wij where wij ∈ R is the weight associated with the edge between nodes i and j if it exists
and Aij = 0 otherwise. For undirected network, A is symmetric.
Degree of a node The degree,
ki , of node i in an undirected network is equal to its numberPof connections, i.e.
P
ki = j Aij . For directed network, we differentiate the in-degree, kiin = j Aij and the outP
degree, kiout = j Aji , i.e. the number of edges in-coming to node i and out-coming from node i,
P
respectively. In weighted networks, the degree of a node is replaced by its strength, si = j wij .
Walk A walk is an alternating sequence of vertices and edges in which every vertex is incident to both
the edges that come before and after it in the sequence.
Path A path on a graph is a walk in which all vertices and edges are distinct.
Connected components A connected component of an undirected graph G(V, E) is a subgraph of G, made of a subset of
V and all the edges connecting nodes of the subset toghether, where there exist a path between
each pair of nodes. In directed graphs, we differentiate strongly-connected components, where there
exist a path in both directions between all pairs of nodes, and weakly-connected components, where
there exist a path in at least one direction between all pairs of nodes.
II.

WHY STUDY SUBJECT

In network science complex systems are represented as a mathematical graphs consisting of a set of nodes representing the components and a set of edges representing their interactions. The framework of networks has led to
significant advances in the understanding of the structure, formation and function of complex systems[1–4]. Social
and biological processes such as the dynamics of epidemics[5], the diffusion of information in social media[6], the
interactions between species in ecosystems[7] or the communication between neurons in our brains[8] are all actively
studied using dynamical models on complex networks. In all of these systems, the patterns of connections at the
individual level play a fundamental role on the global dynamics and finding the most important nodes allows one to
better understand and predict their behaviors.
III.

DEFINITION OF THE SUBJECT

Real-world complex networks are characterized by a number of structural features differentiating them from regular
networks, such as lattices, but also making them different than completely random graphs, such as Erdős-Rényi
graphs[1]. The properties that can be found in complex networks include, for example, a modular organization,
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also called community structure[9], or the so-called small-world effect, i.e. the fact that most pairs of nodes are
connected by a very short path compared to the sizes of the networks[10]. A characteristic of real-world complex
networks that interests us here and that has been intensively studied is the fact that their degree distributions are
usually very heterogeneous[1, 4], indicating that there is usually large differences in the number of connections that
nodes have. Many real world networks have been found to have degree distributions resembling power laws and are
sometimes referred to as scale-free[11]. Whether these real-world systems are really scale-free and whether their degree
distributions are really power laws is still disputed[12]. However, what is undeniable is the fact that many real world
networks have degree distributions that are heavy-tailed with a minority of the nodes concentrating the majority of
the connections.
In these systems, a small set of essential nodes can shape the collective dynamics of the entire systems. For example,
during epidemic outbreaks of infectious diseases, some individuals, known as super-spreaders, infect disproportionately
more secondary contacts, as compared to most others[13, 14], keystone species in ecology are responsible for the
integrity and stability of ecosystems[15–18] and specific regions in brain networks are more important than others in
the formation of memory[8, 19–21]. In social networks, a small set of influencers can drive the global dynamics of
the system[22] and opinion leaders are capable of influencing the public viewpoint on certain trending topics [23]. An
important research effort in network science has therefore been dedicated to the development of methods allowing to
find the most important nodes in networks. Intuitively, nodes with a large degree are likely to be more successful to
trigger large-scale propagations or to control a large number of nodes. The degree centrality ranks nodes in terms
of their degree and allows to identify highly connected hubs present in most real-world complex networks that play
an essential role in controlling their dynamics and maintaining their integrity[24–26]. While the degree centrality is
arguably the simplest centrality measure, it only uses local information about each node to rank its centrality and
more complex centrality measures have been developed in order to capture the collective network effects impacting
the influence of a node. Most centrality measures are based on a notion of distance between nodes or on a way to
traverse the network that allows to compute how ”central” a node is compared to other nodes while capturing the
heterogeneous structural patterns of complex networks. In the following, we describe centrality measures based on the
notions of network traversal they rely on. For this short entry, we limit ourselves to a limited number of centralities.
The subject is much vaster than the non-exhaustive list presented here (see for example Refs. [27–29]).

A.

Centrality measures based on shortest paths

Closeness centrality[30–33] and betweenness centrality[27, 34] are two dual measures of centrality initially developed
in social sciences to assess the importance in terms of ease of access to others nodes (closeness) and brokering power
(betweenness) of individuals in social networks. These centralities have since then been used in many other contexts.
They are based on the assumption that information, or influence, propagates between two nodes in the most efficient
way, i.e. by following the shortest path between them.
Considering an unweighted and undirected graph G = (V, E), a walk on the graph G is an alternating sequence of
vertices and edges in which every vertex is incident to both the edges that come before and after it in the sequence.
A path on a graph is a walk in which all vertices and edges are distinct. A graph is said to be connected if there
exists a path from any node node to any other node in the graph. Considering the distance dist(s, r) between two
nodes s and r in a connected undirected and unweighted graph G = (V, E) as the number of edges in the shortest
path between them, the total distance of vertex v is defined as the sum of its distance to all other vertices

dist(s) =

X

dist(s, r),

r∈V

which is larger for vertices that are the farther away from other vertices. Therefore, the closeness centrality of a
node s on a connected and undirected network is usually defined as[30, 31]

cC (s) = P

r∈V

1
1
=
.
dist(s)
dist(s, r)

(1)

The betweenness centrality captures the brokering power of node as the opportunity it has to intercept or influence
the communications happening between pairs of other nodes. Let σ(s, r) be the number of shortest paths between s
and r and let σ(s, r|b) be the number of shortest paths between s and r passing by a brokering node b ∈ V \ {s, r}. We
consider σ(s, s) = 1 and σ(s, r|b) = 0 if b ∈ {s, r}. We call the quantity δ(s, b, r) = σ(s,r|b)
σ(s,r) the dependency of a sender
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s and a receiver r on a broker b[35]. The betweenness centrality in a connected and undirected graph G = (V, E) is
defined as the sum of dependencies of all communicating pairs on a broker b[36]

cB (b) =

X σ(s, r|b)
X
=
δ(s, b, r),
σ(s, r)

s,r∈V

(2)

s,r∈V

and can be seen as the overall potential control of b on the communications in G.
Betweenness and closeness centrality can be seen as being dual to each other conceptually expressing either the
independence from the control of others (closeness) or the potential control over others (betweenness)[35, 36]. Indeed,
by noting that when considering shortest paths between s and r with different brokers b at a fixed distance d from
P
s (1 ≤ d < dist(s, r)) each shortest path pass through exactly one broker and therefore b∈V :dist(s,b)=d σ(s,r|b)
σ(s,r) = 1.
This implies that the sum of dependencies between a sender s and a receiver r taken over of possible brokers b is
P
Pdist(s,r)−1 P
σ(s,r|b)
proportional to the distance between s and r:
b δ(s, b, r) =
b∈V :dist(s,b)=d σ(s,r) = dist(s, r) − 1.
d=1
P
This observation allows one to define the closeness centrality as cC (s)−1 = (N − 1) + b,r∈V δ(s, b, r) revealing its
mathematical duality with betweenness centrality as a different partial sum, over b and r instead of s and r, of the
dependencies δ(s, b, r) showing its interpretation as a measure of lack of independence on others[35]. Figure 1 shows
the kite graph introduced by Krackhardt in 1990 as an illustration of the different ranking obtained by these centrality
measures[37].
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FIG. 1. Krackhardt kite graph showing the different ranking obtained using degree, closeness and betweenness centralities[37].
The closeness of a node is represented by its size and the betweenness of a node is indicated by its color with nodes with larger
betweenness being of a lighter shade. The node with largest degree centrality is 3. Nodes 5 and 6 have the largest closeness
centrality and node 7 has the largest betweenness centrality.

In directed networks, closeness and betweenness centrality can be generalized by considering the notion of reachability instead of distance. In weighted networks where edge weights typically represent a distance or a lag in the
connection between adjacent nodes, the length of a path is usually taken as being the sum of the weights of its edges.
We refer the reader to Ref. [35] for a discussion about the generalizations of the closeness and betweenness centrality
to directed and weighted networks, and to their interpretations in these cases.
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B.

Centrality measures based on walks

Several widely used centrality measures can be seen as being based on the concept of graph walks. Walks, alternating
sequences of vertices and edges in which every vertex is incident to both the edges that come before and after it in
the sequence, are useful to count the number of possible ways there is to reach a given node starting from another
node. Centrality measures based on walks usually try to find the nodes from which there are the largest number of
walks reaching other nodes. For unweighted networks, the number of walks of length
 ` existing between two nodes i
and j is given by the element (i, j) of the lth power of the adjacency matrix: A` ij . The number of walks of length

P
` starting from node i is then given by w(`)i = j A` ij or in matrix notation w(`) = A` 1, where 1 is the unit
vector. The degree centrality of a node i can be expressed as the number of walks of length 1 starting from it:
X
cdeg (i) = w(1)i =
Aij .
(3)
j

In order to take into account information about the surrounding of a node in its centrality score, several researchers
have developed centrality measures that consider longer walks. The idea being that if a node is close to a node with a
high centrality, its centrality should also be high[38, 39]. Starting from an initial guess for the centrality of each node
given by the vector x(0) (e.g. x(0) = 1), we can propagate this initial centrality through walks of a given length. The
centrality vector for walks of length ` is given by
x(`) = A` x(0).

(4)

Writing the initial centrality as a linear combination of the eigenvector of the adjacency matrix, one can see that
as ` →
− ∞ the centrality will converge to a vector proportional to the leading eigenvector of A, the one corresponding
to its largest eigenvalue, and that takes into account global information about the network structure[40]. As A is
non-negative and if G is connected, the Perron-Frobenius theorem ensures that the leading eigenvector is positive and
that the associated eigenvalue is positive and simple. The resulting vector is called the eigenvector centrality whose
element i is defined as
ceig (i) ∝

X

Aij ceig (j).

(5)

j

In weighted networks, the eigenvector centrality is propagated along walks on the graph that are weighted by the
edge weights. The eigenvector centrality can be computed similarly on directed and undirected networks with the
difference that for directed networks, the adjacency matrix is in general asymmetric and has therefore two different
sets of left- and right-eigenvectors. Depending on the application, one may prefer to use the largest left-eigenvector or
the largest right-eigenvector if one is more interested in nodes having a large number of incoming walks or outgoing
walks, respectively. However, other types of centralities are usually preferred for directed networks as the eigenvector
centrality of nodes outside of a strongly connected component (a subgraph where there exist a path in both directions
between all pairs of nodes) may be equal to zero. In particular, in directed graphs without cycles (closed directed
paths), the eigenvector centrality is zero for all nodes. A comparison of the degree centrality with the eigenvector
centrality is shown in Fig. 2 for an undirected network of American football teams[41, 42].
Another centrality measures based on walks that tries to solve the issue of the eigenvector centrality in directed
networks is the Katz centrality[38]. The Katz centrality of node i is the weighted sum of all walks emanating from i,
with the count for walks of length ` weighted by a factor α` where 0 < α < 1. In this way the importance of longer
walks is diminished compared to shorter walks. The Katz centrality of node i can be written as[38]

cKatz (i) = 1 +

∞ X
X
`=1

α ` A`


ij

,

(6)

j

where the unit shift does not alter the ranking of the nodes and may be seen as arising from a single walk of length
zero. In order for the centrality to converge, the factor α must be smaller than the reciprocal of the absolute value of
−1
the largest eigenvalue of A[38, 39, 43]. In this case, we can also note that I + αA + α2 A2 + α3 A3 + · · · = (I − αA) .
−1
Thus, the vector x giving the Katz centrality of each node is also solution of the matrix equation x = (I − αA) 1
which can be rewritten as x = αAx + 1. The Katz centrality can therefore be computed iteratively in a similar
manner than the eigenvector centrality (with eq. 4) using
x(t + 1) = αAx(t) + 1.

(7)
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FIG. 2. Network of American football games between Division IA colleges during regular season Fall 2000[41, 42]. Degree
centrality for this undirected graph is shown on the left and eigenvector centrality is shown on the right. Lighter shades
indicate a higher centrality. Several nodes have the same degree in this network making the degree centrality unable to
disantangle the importance of nodes with the same degree. Eigenvector centrality has a tendency of being localized in regions
where many high degree nodes are close to each other.

A unit value is added at each iteration guaranteeing that the Katz centrality will never be equal to zero, even in
directed networks. The factor α can also be seen as balancing the importance of the eigenvector term compared to the
constant term added at each iteration. In the limit as α approaches the reciprocal of the absolute value of the largest
eigenvalue of A, the Katz centrality approaches the eigenvector centrality on strongly connected graphs[39, 43].
C.

Centrality measures based on random walks

Random walks on graph have been extensively studied and have many applications in the study of diffusive processes
on networks and for the characterization of the structure of complex networks [44–47]. A random walk on a graph is
defined by the trajectory of a walker that, at each time step, jumps to a neighbors of i with equal probability. On an
unweighted and undirected network, the transition probability for a walker on node i to jump to node j is equal to

Tij =

Aij
,
ki

(8)

or in matrix notation T = D−1 A, where D = diag(k) is the diagonal degree matrix. In directed networks, the
degree is replaced by the out-degree and in weighted networks with positive weights, the probability transition is
proportional to the weight of edge (i, j). Centrality measures based on random walks exploit the fact that, if a
centrality value propagates as a random walk, at each iteration, its value is divided across all out-going edges of
a node. This is different than for eigenvector and Katz centralities, based on walks, where the centrality tends to
concentrate on a few hubs in the network, leaving other nodes almost indistinguishable with very low scores due to
the repeated reflection of influence along the mutual connections between hubs during iterations of eqs. (4) & (7) (see
Figs. 2 & 3).
The distribution probability
of finding a walker at time step n on any node of the network can be written as a
P
row-vector p(n) with i pi = 1. The evolution of the distribution probability is given by
p(n + 1) = p(n)T.

(9)

On connected undirected network, the random walk reaches a stationary distribution satisfying p? = p? T where
the probability at each node is proportional to its degree:
ki
.
p?i = P
j kj

(10)
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On undirected networks, the degree centrality can therefore also be seen as the stationary state of the random
walk process. On directed networks, random walks are not guaranteed to converge to a unique stationary state. A
stationary distribution only exists on strongly connected components of a directed network[47, 48].
To overcome this issue the PageRank centrality modifies the classical random walk by introducing a ”teleportation”
probability, i.e. at each step, the walkers have a given probability to teleport uniformly at random to any other nodes
of the network. The update equation for the PageRank probability density is given by [47, 49, 50]
p(n + 1) = αp(n)D−1
out A +

1−α
1,
N

(11)

where Dout is diagonal matrix of the out-degrees. At each step, walkers have a probability α < 1 to follow an
out-going edge and a probability 1 − α to teleport to any node in the network. This modified random walks is now
ergodic also on networks that are not strongly connected and converges to the probability density vector giving the
PageRank centrality of node i as

cPR (i) = α

X Aij cPR (j)
j

kout (j)

+

1−α
N

(12)

which is equal to the normalized eigenvector corresponding to the largest positive eigenvalue of the so-called Google
matrix[51]. PageRank was famously developed for ranking websites for the search engine Google considering a
”random surfer model” navigating through webpages by randomly clicking on hyperlinks[50]. PageRank also found
many applications in other aspects, such as ranking scientists and academic papers [52], images [53] and proteins [54].
Figure 3 shows a comparison of the PageRank and Katz centralities on a directed network of hyperlinks between
weblogs[55].
The similarities between equations (4) and (9) as well as equations (7) and (11) reveal that the degree and the
PageRank centralities can be seen as the equivalents of the eigenvector and Katz centralities, but for random walks
instead of regular graph walks. In the case of random walk based centralities, one looks for eigenvectors of transition
matrices instead of adjacency matrices. Versions of the closeness and betweenness centralities based on random walks
instead of shortest paths have also been developed[56, 57].

FIG. 3. A directed network of hyperlinks between weblogs on US politics, recorded in 2005 by Adamic and Glance[55].
PageRank centrality is shown on the left and Katz centrality is shown on the right. Lighter shades indicate a higher centrality.
The Katz centrality has a tendency of being ”localized” in regions with many close-by hubs.

D.

Centrality measures based on non-backtracking walks

In order to address the issue of ”localization” of the eigenvector centrality mentioned above, i.e. when most of the
weight of centrality vector concentrates around one or a few nodes in the network, several authors have focused on
using non-backtracking walks instead of regular or random walks[58–60]. Non-backtracking walks are graph walks
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where backtracking steps, i.e. steps where the walk comes back to an immediately preceding node, are not permitted.
Using this type of walks can sometimes solve the problem of localization as they decrease reflections between hubs
during iterations of the centrality[58]. Non-backtracking walks on unweighted networks are usually described using
the 2M × 2M matrix B where rows and columns correspond to the directed edges of the network (M = |E|) and
element (i → j, ` → h) is equal to one if there is a path of length 2 i → j → h in the network with nodes j = ` and
nodes i 6= h. More succinctly,
Bi→j,`→h = δi` (1 − δih ),

(13)

where δij is the Kronecker delta. The matrix B is referred to as the non-backtracking matrix or the Hashimoto
matrix [61]. Powers of B enumerate non-backtracking walks similarly to powers of the adjacency enumerate walks[60].
The non-backtracking matrix is in general asymmetric with eigenvalues that are in general complex, however, since
its entries are non-negatives, by the Perron-Frobenius theorem, its leading eigenvalue, λ, is real and non-negative,
and there exists a corresponding leading eigenvector, v, whose elements are also non-negative real numbers. If G is
connected and not a tree, i.e. it has at least one cycle, λ is positive[62]. They satisfy the eigenvector equation
λv = Bv

(14)

and the non-backtracking eigenvector centrality of node j is defined by [58]
cNBeig (j) =

X

Aij vi→j .

(15)

i

Finding the leading eigenvector of B can however be computationally demanding for large graphs as the size of B
is usually much larger than the size of A. However, the computation can be made much faster by computing directly
cNBeig as the first N elements of a 2N × 2N matrix called the Ihara-Bass matrix[63].
Non-backtracking walks have also been used to modify other centrality measures, such as the Katz[59], random
walk[62] or PageRank[64] centralities. Research on centrality measures based on non-backtracking walks is very active
with recent results showing that they can also suffer from localization issues on some networks[65, 66].
Non-backtracking walks are also used in the problem of influence maximization: finding the minimal set of nodes,
the influencers, which, if activated, would cause the spread of information to the whole network, or, if immunized,
would prevent the diffusion of a large scale epidemic[67]. Influence maximization can be mapped to the problem of
optimal percolation of random networks[68] which consists in identifying the minimal set of nodes whose removal would
dismember the network in many disconnected and non-extensive components. The fragmentation of the network is
measured by the size of the largest connected component, called the giant component of the network.
The intuition behind the usage of non-backtracking walks in the optimal percolation problem comes from the fact
that the giant component is held together by long paths and that powers of the non-backtracking matrix allows to
quickly find them. The removal of nodes is represented with the vector n = (n1 , . . . , nN ) where ni = 0 if i is removed
(influencer) or ni = 1 otherwise. Considering undirected locally tree-like random graphs, a modified 2M × 2M nonbacktracking matrix M is then defined as Mi→j,`→h = n` Bi→j,`→h . Given an initial arbitrary positive vector w(0),
repeated iterations with M,
w(n)i→j =

X

Mi→i,k→l w(n − 1)k→l ,

(16)

kl

increase the norm of the vector as the influence of nodes on non-backtracking walks of larger and larger length
are included. The growth rate of the vector’s norm is determined by the value of the largest eigenvalue, λ(n) of
the modified non-backtracking matrix. As the influencer nodes are removed, the value of λ(n) decreases until the
giant component is reduced to a tree (a graph without cycles) plus only one cycle when λ(n)=1. The removal of
supplementary nodes quickly destroys the giant component and λ(n) falls to zero[68]. The optimal influence problem
can therefore be rephrased as finding the optimal configuration n that minimizes the largest eigenvalue of M[68], which
consists in removing the nodes that are on the most non-backtracking walks in the network and that are keeping the
giant component connected. Morone and Makse[68] proposed to use the collective influence of a node, defined as
CI` (i) = (ki − 1)

X

(kj − 1),

j∈∂Ball(i,`)

(17)
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where ∂Ball(i, `) is the set of the nodes at a distance ` from i, as a measure of which node to remove in order to
produce the largest diminution of the largest eigenvalue of non-backtracking matrix. The ranking of the nodes in term
of collective influence is produced by removing the node with the largest CI value, recomputing the CI values of its
neighbors and repeating the operation until the giant component of the network disappears. An advantage of CI is
that it gives a high rank to seemingly ”weak nodes” with a small number of connections that are in fact surrounded
by highly connected nodes and therefore on the path of many non-backtracking walks. The problem of influence
maximization in networks is actively researched using many different approaches (see for example Refs. [69–73]).

CONCLUSION AND FUTURE DIRECTIONS

We have seen that there is not a single measure of centrality in networks and that one should carefully choose an
appropriate measure depending on the subject of investigation. In practice, centrality measures should be chosen
depending on whether the network is directed or not and whether, for example, one is looking for highly connected
nodes, nodes with the most brokering power, nodes that share the most influence with each others or the minimal
set of nodes that can spread information to the whole network. The differences in ranking obtained from different
centrality measures should also be examined in order to better understand the signification of each ranking in a given
context.
Research on centrality measures in complex networks is still very active with recent and future directions including,
for example, the properties of centrality measures based on non-backtracking walks[66], centralities in signed networks
(networks where weights can be positive or negative)[74] and multilayer networks[75, 76]. Research is also ongoing
about the development of centralities in network models that extend the concept of network as an ensemble of static
pairwise relations, namely, centralities in time-evolving networks (usually called temporal networks)[77–79] and in
hypergraphs or simplicial complexes (generalizations of graphs where an edge can join more than two nodes)[80–83].
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